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ABSTRACT: Trust in embedded systems is a combination of people, process, and technology. Also, Trust requirement in 

IoT is related to identifying management and access control issues. Developing trust is very essential for a system and 

trustworthiness can never be guaranteed by applying high amount of care, concern, or validation. The evidences that support 

the trustworthiness of a system can come from different sources such usability, past performance or quality of outcomes for 

designers, implementers, etc. However, after implementing our hardware (IoT fingerprint scanner) and training it with 

Artificial Neural Network, trust in the system was enhanced. deep and lasting affected. Object-Oriented System Development 

Methodology (OOSDM) which has proven to be the best method for IoT-based embedded systems design was adopted. The 

adopted AI technic by the proposed system encompassed the hybrid of Support Vector Machine (SVM) and Artificial Neural 

Network (ANN). The role of ANN and SVM encompassed making the proposed system robust and more intelligent than the 

existing system. We evaluated the integrity and accuracy of the new and improved CASE System below by judging it on the 

four main IoT parameters which are Trust, Security, Confidentiality and Privacy. The result values based on the mentioned 

parameters are 1, 1, 1, 1, 0, 50, 47, 69, 65, and 72 respectively, while that of the existing system is 1, 1, 2, 1, 1, 100, 95, 100, 

90, and 100 respectively. In other words, performance evaluation of both systems based on the mentioned parameters clearly 

showed that the proposed system performed better than the existing system. 

KEYWORDS: Data Security, Medical Information Systems, Internet Of Things, Artificial Neural Network, Support Vector 

Machines. 

1. INTRODUCTION 

Secured computing is a common goal that can enhance trust in many automated domains. In order to achieve secure 

computing, data in itself has to be kept safe using appropriate measures. A good measure capable of enhancing data protection 

is restricting access to vital information to only selected users such as an administrator of the organization in charge of 

managing the information and the owner of the information who we term customers or users. The use of biometrics in addition 

to the regular data access validation methods that involve username and password will prove to be effective. Biometric data 

such as data from finger prints, face recognition, speech detection is unique to each individual; hence they have the capability 

of protecting data effectively. Secured data is one that fulfills all the requirements of a user and the integrity of the data cannot 

be tampered by hackers and saboteurs. Data protection requires security of IoT hardware and software infrastructure and 

development of correct application codes that extend security to enable trusted applications. A secured computing platform 

is a computing infrastructure that provides a variety of hardware-supported security functions. Although trust, trusted, and 

trustworthiness are hardly defined, it is hoped that trusted computing platforms with resulting improvements in the security 

of computing infrastructure and applications will enable trustworthy applications and systems [1]. 
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Trust in the embedded systems is a combination of people, process, and technology. It may be seen far from being a technical 

concern; however, in most cases the culprit is often engineers going down to the technical details. The users of the embedded 

systems often have some means to access the information and this has to be carefully dealt with, as irrespective of the strength 

of the authentication technique, it is largely evident that the user has a major role in knowledge building on the use and reuse 

of the authentication method. Technology is another major component of trust, where it can play a significant role in securing 

the processes and information through automated tools, and automated machine-learning methods that can track and object 

to anomaly. 

IoT has already turned into a serious security concern that has drawn the attention of prominent tech firms and government 

agencies across the world. The hacking of baby monitors, smart fridges, thermostats, drug infusion pumps, cameras and even 

the radio in your car are signifying a security nightmare being caused by the future of IoT. So many new nodes being added 

to networks and the internet will provide malicious actors with innumerable attack vectors and possibilities to carry out their 

evil deeds, especially since a considerable number of them suffer from security holes. 

Support vector machines (SVMs) are powerful yet flexible supervised machine learning algorithms which are used both for 

classification and regression. SVMs have their unique way of implementation as compared to other machine learning 

algorithms. Lately, they are extremely popular because of their ability to handle multiple continuous and categorical variables. 

This study intends to enhance Data Security in medical information systems using the Internet of Things (IoT), Artificial 

Neural Networks and Support Vector Machine (SVM).  
 

II. RELATED WORKS 

 

A hybrid security model for securing the diagnostic text data in medical images was researched by [2]. Their model was 

developed through integrating a steganography technique with a hybrid encryption scheme. The hybrid encryption scheme 

was built using a combination of Advanced Encryption Standard, and Rivest, Shamir, and Adleman algorithms. This model 

proved its ability to hide the confidential patient's data into a transmitted cover image with high imperceptibility, capacity, 

and minimal deterioration in the received stego-image. However, analysis of the study showed that the authors failed to 

implement their design in a way that a patient can have access to his medical records for further clarification and 

understanding. 

[3] looked at Software Security Durability. The study discussed the definition and classification of existing security factors. 

For software, identified that security factors are affected with durability and discussed about software security factors with 

object-oriented design properties and how it can be done.  However, they were unable to carry out additional survey to 

quantify the specific effects of language type on usage. 

Machine Learning Algorithms: A Review. In the study, various machine learning algorithms were discussed by [4]. The 

algorithms were used for various purposes like data mining, image processing, predictive analytics, etc. to name a few. 

However, the authors failed to implement the reviewed machine learning algorithms with a machine learning model which 

would have provided more clarification and understanding. 

[5] looked at Deep Learning for Computer Vision: A Brief Review. The study provided a brief overview of some of the most 

significant deep learning schemes used in computer vision problems, that is, Convolutional Neural Networks, Deep 

Boltzmann Machines and Deep Belief Networks, and Stacked Denoising Autoencoders. However, the discussed deep 

learning algorithms were not implemented with a model for further clarification and understanding. 

[6] researched on how IoT Applications in Healthcare Devices has helped healthcare professionals to monitor and diagnose 

several health issues, measure many health parameters, and provide diagnostic facilities at remote locations. This has 

transformed the healthcare industry from a hospital-centric to a more patient-centric system. However, they failed to provide 

a secured means of computing health data of patients ‘medical information. 
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III. MATERIAL AND METHODS 

A. Methodology 

Object-Oriented System Development Methodology (OOSDM) is a technical approach for analyzing and designing an 

application, system, or business by applying object-oriented programming, as well as using visual modeling throughout the 

software development process to guide stakeholder communication and product quality. This research work will be achieved 

following the Object-Oriented System Development Methodology (OOSDM). This is aimed at viewing, modeling and 

implementing the proposed system as a collection of interacting classes and objects. OOSDM is adopted because it is more 

effective, efficient, reliable, reusable and a faster way of developing systems. 

B. Proposed System 

The Improved Data Security System will integrate fingerprinting in the computing of patients’ medical records after an 

ailment has been detected; and further secure trust in the process. This is because the Internet of Things (IoT) is already one 

of the dominating technologies presently due to the fact that it enables communication by making networking accessible 

anytime, anywhere. Security for IoT will be given more focus as the principle needs to unite different technologies and have 

to communicate with diverse kind of networks. The anatomy of the proposed system architecture is depicted in figure 1. 

   

 

 

Figure 1: Labelled Anatomy of the 

Proposed System 

 

Figure 2: Flowchart of the Proposed System  
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An ANN is an efficient data-driven modelling tool which is widely used for nonlinear systems dynamic modelling and 

identification, due to their universal approximation capabilities and flexible structure that allow capturing complex nonlinear 

behaviours. Feed-forward multi-layer perceptron ANNs type is frequently used in engineering applications. Furthermore, 

Artificial Neural Network (ANN) uses the processing of the brain as a basis to develop algorithms that can be used to model 

complex patterns and prediction problems. In addition, Figure 4 shows the ANN application process to the training of the 

Proposed System. 

1. Datasets 

This section discusses the means collecting all the information for training and testing the Proposed System and managing 

it in a way that maximizes the speed and comprehensiveness with which critical information can be extracted, analyzed 

and used. 

2. Training Set 

The training set was adopted during the learning process of the proposed system as illustrated in Figure 2, figure 3 and 

figure 4 respectively. Furthermore, a supervised learning algorithm looks at the training dataset to determine, or learn, 

the optimal combinations of variables that will generate a good predictive model. The goal of the training process is to 

produce a trained (fitted) model that generalizes well to new, unknown data. The fitted model is evaluated using “new” 

examples from the held-out datasets (validation and test datasets) to estimate the model’s accuracy in classifying new 

data. 

3. Test Set 

The test set is independent of the training dataset, but follows the same probability distribution as the training dataset. If 

the proposed system fits to the training set, it also fits the test. Furthermore, a better fitting of the training dataset as 

Figure 3: Artificial Neural Network 

Algorithm for training the Proposed System 

 

Figure 4: Use-Case Activity Diagram of 

Proposed System  
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opposed to the test dataset usually points to overfitting. In addition, the test set is used only to assess the performance of 

the proposed system. 

C. Advantages of the Proposed System 

The benefits of the Proposed System are: 

1. Enhanced trust and security in embedded system computing.  

2. A graphical user interface that allows the administrator to mark diseases for detection, choose the detection methods to be 

applied to each diagnosis/subtype and manage the list of epidemiologists that will receive alerts in case a warning is generated. 

The settings are stored in a local database that is also accessed by the other two components.  

Furthermore, the system can be administered by multiple users who access the same local database. When additional reports 

arrive, the original case report is automatically updated with the new information. Depending on the number of days that have 

elapsed since the last time a patient received a particular diagnosis, a new case report might be created for the same diagnosis 

and patient. In addition, the proposed system would help in improving the future embedded systems especially in IoT. 

 

IV. SIMULATION & RESULTS 
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Figure 5: Proposed System Result Chart 

(Patients: 1-25) 

 

Figure 7: Proposed System Result Chart 

(Patients: 51-75) 

 

Figure 8: Proposed System Result Chart 

(Patients: 76-100) 

 

Figure 6: Proposed System Result Chart 

(Patients: 26-50) 

 

Figure 9: Comparative Analysis Chart of the Existing 

and Proposed System 
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IV. DISCUSSIONS 

Tables 1 to Table 6, show the result obtained from the proposed system and figure 5 to figure 8 shows the charts of the 

obtained result. Table 7, show the comparative analysis and performance evaluation of the existing and proposed system. 

Parameters of the result for both systems encompassed the number of adopted algorithms, the number of adopted methods, 

the number of adopted technologies, the number of created databases, the number of implemented hardware devices, and the 

number of tested records, trust, security, confidentiality, and privacy. The result values based on the mentioned parameters 

are 1, 1, 1, 1, 0, 50, 47, 69, 65, and 72 respectively, while that of the existing system is 1, 1, 2, 1, 1, 100, 95, 100, 90, and 100 

respectively. In other words, performance evaluation of both systems based on the mentioned parameters clearly showed the 

Improved Data Security on medical information system of the proposed system performed better than the existing system as 

shown in figure 9. This IoT fingerprint scanner makes the system extra secure because access to a user’s health information 

is confidential to the user alone and can only be accessed by the user after login with a username, password and biometric 

fingerprint identification have been verified. The adopted AI technic by the proposed system encompassed the hybrid of 

Support Vector Machine (SVM) and Artificial Neural Network (ANN). The role of ANN and SVM encompassed making the 

proposed system robust and more intelligent than the existing system. Furthermore, we evaluated the integrity and accuracy 

of the new system by judging it on the four main IoT parameters which are Trust, Security, Confidentiality and Privacy. 

V. CONCLUSION 

Trust has always been an issue in embedded system computing due to frequent security lapses and compromise. The study 

covered health disease tracking using secured biometric internet-of-things. Due to the recent Covid-19 pandemic that ravaged 

the entire world, the tracking of potential patients has been done via embedded systems. However, most patients are reluctant 

to determine their health status via embedded systems due to insecurity and issues of confidential health information leakage. 

Furthermore, most embedded systems for disease tracking where user input is taken as text focus only on symptom to disease 

relationships. The study covered only the secured tracking and authentication of health-related data using a biometric 

fingerprint device. In addition, the study was only able to obtain few cases of detected health related issues for the proposed 

embedded model to process. This was as a result of confidentiality concepts exhibited by the relevant health institutions. 
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