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ABSTRACT: The article considersthe models of the violator and the assessment of the damage to confidential 

information, which allows determining the likely violators for the organization and developing recommendations for 

the protection of information. A model of threats for conducting confidential negotiations is proposed, which allows 

solving problems of technical protection of information systematically. 
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I.INTRODUCTION 

Information processing systems are becoming popular and used universally. Information systems are designed to 

ensure the operability of the information infrastructure of the organization, the provision of various types of 

information services, the automation of financial and production activities, as well as the business processes of the 

organization. They allow reducing both temporary, financial and labor costs. In the information system, significant 

amounts of information of varying degrees of secrecy are stored and processed, so the issue of the security of this 

information system from various threats to information security is acute. The definition of security threats relevant 

to a particular information system makes it possible to develop and create an information security system. The 

system for protecting confidential information is effective if it neutralizes the current threats to its security. 

The model of a likely infringer of the security of information systems is necessary to systematize information on the 

types and capabilities of the subjects, the purposes of unauthorized influences and the development of adequate 

organizational and technical countermeasures. 

II. METHODOLOGY 

When developing a model of the infringer of information systems, the following are taken into account: 

- assumptions about the categories of persons to whom the offender may belong; 

- the type of intruder; 

- assumptions about the motives of the offender's actions; 

- assumptions about the qualification of the offender and his technical equipment (about methods and means 

used to commit the violation); 

- limitations and assumptions about the nature of possible actions of violators; 
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- the nature of information threats. 

Due to the right of permanent or one-time access, violators are divided into two types: violators who do not have 

access to information systems that implement threats from external public communication networks and (or) 

international information exchange networks; violators who have access to information systems, including users 

who implement threats directly into information systems, internal violators. Table 1.1 gives the types of violators 

and the categories of persons related to them. 

Table 1.1. 

Types of intruders and categories of persons 

Type of intruder Categoriesofpersons 

External (N) - State Intelligence Services; criminal structures; 

- Representatives of competing organizations (or persons acting on their 

instructions); 

- unscrupulous partners; 

- clients (representatives of organizations, citizens); 

- visitors (invited for any reason); 

- representatives of organizations interacting on the issues of ensuring the life of 

the organization (energy, water, heat, etc.); 

- persons who accidentally or intentionally violated the access regime; 

- any person outside the controlled territory. 

 

Internal (M) - IS users; 

- IP administrators; 

- personnel serving technical facilities; 

- employees of departments; 

- technical personnel serving buildings (cleaners, electricians, plumbers and other 

employees who have access to buildings and premises); 

- security officers; leaders of various levels of the job hierarchy. 

 

External offender has the following options: 

- to carry out unauthorized access to communication channels that go beyond office premises; 

- to carry out unauthorized access through automated workplaces connected to public communication 

networks and (or) networks of international information exchange; 

- to carry out unauthorized access to information using special software effects through software viruses, 

malicious programs, algorithmic or program bookmarks; 

- to carry out unauthorized access through the elements of the information infrastructure of information 

systems, which in the process of their life cycle (modernization, maintenance, repair, utilization) are 

outside the control zone; 

- to carry out unauthorized access through the information system of interacting departments, organizations 

and institutions when they are connected to information systems. 
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In organizations, in order to reduce the likelihood of unauthorized access both to the territory of the enterprise and to 

separate units, the method of creating protection lines is used[1,2]. The organization's territory is divided into 

several zones, ranked by the degree of secrecy and accessibility for employees or visitors. As a result, there is an 

opportunity to differentiate access to important information resources of the enterprise, which ensures the protection 

of information. An example of the organization of protection boundaries is shown in Fig.1.1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1.1. Organization of boundaries (zones) of protection 

After the knowledge of the alleged infringers for the information system for processing confidential information was 

systematized, a model of threats to information security is being developed. When constructing a model of threats to 

the security of confidential information, the frequency (probability) of the implementation of threats is determined. 

Under the frequency (probability) of implementation is understood as an expertly determined indicator 

characterizing the probability of realizing a specific threat to information security for a given information system in 

the emerging conditions. Defining the frequency (probability) of the implementation of threats, it is necessary to 

take into account the possibilities of violators. 

The concept of a mathematical model for assessing the damage to confidential information from external 

threats. Information on the resource that is consumed without a balance cannot be directly attributed. Therefore, it 

is impossible to determine the value of information when considering the model of its use only at the information 

level. To establish the price of information, it is necessary to establish a link between its content and the resource 

that is spent without remainder [3]. For this, it is necessary to relate the content of information to values of a higher 

level for which the conservation laws are satisfied or there aremore simplebalance ratios. 

Zone 1 Territoryoftelecommunicationobject 

Zone 2 Buildingof telecommunicationobject 

Zone 3 Representative offices, communications, reception rooms for visitors 

Zone 4 Classrooms of users of information systems, information systems’ administrators 

Zone 5 Serverrooms, meetingrooms 

Zone 6 
Means of information protection, storehouse of valuables, safes, 

database 
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As such a value, it is advisable to take the value of the potential of information, which is a generalized quantitative 

characteristic of the power of information achieved by means that are consumed without a remainder. Since the 

content of power is complex and multidimensional, the potential is the simplest scalar approximation, the accuracy 

of which is sufficient for a comparative evaluation of the effectiveness (importance, value) of providing "things", 

which includes information. 

Since the price of information obtained in this way will not be absolute, but comparative, i.e. which is valid only 

under certain conditions, then in addition to the property of partial adequacy, the visibility property of the obtained 

estimate is important. In this regard, a clear assessment of the value of information can be obtained by using a 

simpler model of potential - the disclosed potential, which depends on the effectiveness of information protection. It 

is equal to the product of the value of the total potential of information taken before the start of the simulation – 

𝑈𝑐𝑜𝑚𝑚𝑜𝑛 , the probability of unauthorized access to confidential information, determined by the mathematical 

model of the operation of the system –𝑃𝑢𝑛𝑎𝑢𝑡𝑜𝑟𝑖𝑡 ℎ𝑒𝑑𝑎𝑐𝑐𝑒𝑠𝑠  

𝑈𝑝 = 𝑈𝑐𝑜𝑚𝑚𝑜𝑛 ∙ 𝑃𝑢𝑛𝑎𝑢𝑡𝑜𝑟𝑖𝑡 ℎ𝑒𝑑𝑎𝑐𝑐𝑒𝑠𝑠 (1.1) 

Under the general potential of information𝑈𝑐𝑜𝑚𝑚𝑜𝑛 we shall mean that positive effect (material or moral) that can be 

obtained by using it on the specified time interval. At the same time, the formal basis of the rivals' relationship with 

unauthorized access to information and its protection is the maximum task: 

𝑚𝑎𝑥𝑟𝑚𝑎𝑥𝑧𝑈𝑝 𝑟, 𝑧 𝑆  (1.2) 

where, 𝑈𝑝  is the value of the open potential;𝑟, 𝑧-strategies for unauthorized access to confidential information and 

information protection, respectively, implemented in the conditions of the system S. 

Analysis of external parameters of the model for assessing the damage to confidential information from 

external threats. The damage assessment model is not closed. As is known, to fully reflect reality, the model must 

take into account many external parameters, that is, data from the environment of the model's functioning [4]. 

However, in practice, it is impossible or difficult to take into account all the possible parameters that influence the 

outcome of the simulation to some extent or so complicated that the modeling itself becomes an unprofitable task. 

One of the main external factors can be identified qualifications of the attacker: the higher it is the greater the chance 

of unauthorized access. Under identical other conditions, the probability of unauthorized access will be greater for 

that attacker who has higher qualifications. Since this value does not have a well-defined unit of measurement and, 

moreover, is an abstract characteristic, then, in the case under consideration, we will limit the qualification of the 

attacker to a number in the range from 0 to 1, with 0 indicating the professional illiteracy of the attacker, and 1 about 

him full professionalism. 

Another no less important parameter is the time spent by an intruder over the implementation of an unauthorized 

access attempt. The more time, the greater the chance that the attempt will end in success, but the greater the chance 

that the attacker will be caught red-handed. In practice, for this quantity, Markov processes with discrete states and 

continuous time will be used in this model, which, as is well known, are in most cases characterized by two intensity 

parameters 𝜆𝑖and 𝜇𝑖 , where the parameter λicharacterizes the intensity of direct transitions between the components 

𝑆𝑖 , and the parameter 𝜇𝑖of reverse transitions (Fig.1.2). 
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Fig.1.2. Example of the graph of the Markov process 

In addition, it is also necessary to consider the number of intruders. The more their number, the more likely the case 

of unauthorized access to the protection object. When there is an assessment of damage while simultaneously 

unauthorized access of several intruders. In our case, this fact will be taken into account when using the maximin 

problem, when among the possible damages the maximum applied by the most qualified attacker will be selected. 

It should also be noted that any confidential information also has a physical component, which characterizes the 

protection of confidential information from the physical side. For example, if the information is on the network, the 

technical equipment of the attacker plays an important role in unauthorized access to confidential information. The 

higher it is, the more imperceptible, lighter and better it can realize the threat. In the mathematical model, for each of 

its components it will be necessary to determine the so-called energy probability of detecting confidential 

information, depending on the technical equipment of the attacker. In addition to the parameters associated with the 

actions of intruders, the model also uses parameters related to different probability distribution laws. The values of 

these parameters are determined using statistical methods. The constraints imposed on these parameters are related 

to the distribution laws themselves. 

The probability of successful implementation of the attack. The calculation of the probability of response of 

certain users of the network to the social and engineering attacking influences of the attacker makes it possible to 

judge the security of this "node" of the system, that is, the user, but not the security of the system as a whole. To 

calculate the total probability of security of the information system from the social-engineering attacks of the 

attacker several heuristics can be used. 

The process of assessing the security of the allocated premises from technical channels of information 

leakage. To assess the security of the premises, the confidential information contained in the technical information 

leakage channels (TILC) the modelof threats is created, and then, based on it, the most dangerous TILC is selected. 

After a special study of the selected room is carried out for the chosen TILC, at the output of which the signal-to-

noise ratios at the selected control points and some other information are obtained. This data is entered into the 
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program, which not only calculates the security of the premises, but also gives practical advice on how to eliminate 

the detected inconsistencies. 

The threat model and the choice of the most dangerous technical channel for information leakage. The expert, 

according to the results of constructing the threat model, fills out a special table, so filling it is purely subjective 

assessment of the expert of certain parameters of the security of the premises under examination. The basis of the 

threat model is the basic model of threats to the security of personal data when processing them in information 

systems [5]. As the main leakage channels, we will take the side electromagnetic emissions and interference, 

acoustic and species threats corresponding to its channels of leakage. Thus, the table of the threat model will look 

like it is shown in Table 1.2. 

Table 1.2. 

General view of the model of threats to confidential information 

Threat Topicality of threat 

 

Coefficient of the 

feasibility of threat 

Threats of leakage through acoustic (vibroacoustic) channel 

Interception with the use of equipment recording 

acoustic waves 

Not relevant /relevant 

 

[0;1] 

Interception with the use of equipment that detects 

vibroacoustic waves 

Not relevant /relevant 

 

[0;1] 

Interception with the use of equipment that registers 

electromagnetic radiation and electrical signals 

Not relevant /relevant 

 

[0;1] 

Interception with the use of special electronic devices 

for the removal of voice information connected to 

communication channels 

Not relevant /relevant 

 

[0;1] 

Interception with the use of special electronic devices 

for the removal of voice information embedded in the 

premises. 

Not relevant /relevant 

 

[0;1] 

Interception with the use of special electronic devices 

for the removal of voice information connected to 

communication channels 

Not relevant /relevant 

 

[0;1] 

Leakage by means of interception of paging messages 

and cellular communication 

Not relevant /relevant [0;1] 
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Threats of leakage through the species channel 

Interception at the expense of viewing confidential 

information by means of optical means from displays 

and other means of computer facilities 

Not relevant /relevant 

 

[0;1] 

Viewing confidential information using special 

electronic pick-up devices that are embedded in office 

space. 

Not relevant /relevant 

 

[0;1] 

Viewing confidential information using special 

electronic pickup devices secretly used by individuals 

when they visit office space. 

Not relevant /relevant 

 

[0;1] 

Threats of leakage through the channel of spurious electromagnetic emissions and pickups(SEEAP) 

Due to spurious electromagnetic emissions Not relevant /relevant 

 

[0;1] 

Due to interference over power circuits Not relevant /relevant 

 

[0;1] 

Due to radio waves modulated by the information signal Not relevant /relevant 

 

[0;1] 

With the help of means of removal of induced 

informative signals from power supply circuits 

Not relevant /relevant 

 

[0;1] 

 

Any threat can be either irrelevant or urgent. The criterion of the urgency of the threat is the possibility of realizing 

this threat in specific confidential information, as well as its danger for confidential information. As a factor of 

feasibility of the threat, an indicator determined by an expert way is taken, which characterizes the probability of 

realizing a specific threat to the security of confidential information in the current situation. The coefficient of 

feasibility of each threat is expressed by the expert numerically in the interval from zero to one - zero is assigned if 

the expert considers the implementation of this threat impossible, unit in case the expert considers the probability of 

realizing this threat as guaranteed. If not relevant, the threat is discarded, the coefficient of feasibility is not 

considered. 

In order to increase the level of objectivity of the special study, it is proposed to involve several experts to determine 

the threat model - each expert makes a separate model, putting, according to his experience, the coefficients of 

feasibility of threats, and further, using the mathematical method of Saaty's weighted expert assessments, which 
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allows determining the best alternative of possible, the final model of threats is made. The use of the Saati method 

begins with the construction of a hierarchical structure of the problem under consideration. It, in general, should 

consist of three levels - goal, criteria and alternatives. The choice of the alternative is directly affected by the relative 

weight of each criterion, determined at the stage of model building. 

The next stage of the research is the construction of the hierarchical structure specifically of our problem - in this 

case, the goal will be to identify the most dangerous TILC in the views of the individual expert, the threats will be 

the criteria, and the coefficient of feasibility that the expert appropriated to a certain threat -is the weight of the 

criterion[6].Finally, all the criteria are divided into three groups according to their TILC, and the hierarchical model 

of the problem acquires the form shown in Fig. 1.4. 

 

  

 

 

 

 

 

Fig.1.4. Hierarchical structure of the problem of identifying the most dangerous technical information leakage 

channels 

Model of threats to conduct confidential talks. The subsystem of technical protection of information is the most 

important component of the information protection system of information objects in the enterprise. Along with this, 

the actualization of the subsystem of technical protection of information in accordance with the real operating 

conditions of the protection object is possible only based on the development of a model of threats to the 

information security of the subsystem [7]. Existing known models do not clearly formulate an idea of the 

composition and content of the model of threats to information security in the enterprise, which determines the need 

for its development. 

The model of threats to information security is defined as a physical, mathematical, descriptive representation of the 

properties or characteristics of threats to information security. At the same time, the factor is a phenomenon, an 

action or a process, the result of which can be leakage, distortion, destruction of the protected information, blocking 

access to it. 

Figure 1.5 shows a model of threats intended for conducting confidential negotiations. 
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Fig.1.5. Model of the subsystem of technical protection of information intended for conducting confidential 

negotiations 

III. CONCLUSIONS 

The proposed threat model for conducting confidential negotiations allows you to select exactly the technical 

leakage channel that is most vulnerable to intruders, allowing the organization to save on installation and 

maintenance of irrelevant security measures, and thereby optimize the firm's costs of protecting its confidential 

information. 
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