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ABSTRACT: Nowadays, explosive amount of data is being generated every day. Data from sensors, mobile devices, 

social networking websites, scientific data & enterprises – all are contributing to this huge explosion in data. This 

sudden bombardment can be grasped by the fact that we have created a vast volume of data in the last two years. Big 

Data- as these large chunks of data is generally called- Big Data and has become one of the hottest research trends 

today. Research suggests that tapping the potential of this data can benefit businesses, scientific disciplines and the 

public sector contributing to their economic gains as well as development in every sphere. Security is one of the 

important features to keep information safe and secure from unwanted and unintended data. Study of existing work 

concludes that HDFS does not have any security framework or algorithm to keep data safe and secure. This work 

proposed a solution to perform encryption of large data going to be put into HDFS as safe and secure. 
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I.INTRODUCTION 

 

Big Data is the aggregation of bulk quantity of data and that data can be in any form, may be in structured form or 

unstructured form. It is widely popular in several fields due to its storage capacity of relational and non-relational, 

structured and unstructured data. For big organizations and business development it is an opportunity to enhance 

business. Data is generated in large amount due to the communication and transmission of data and big data is needed 

to be processed for data mining algorithms. Big data consist of three V's, called as: Volume, Variety and Velocity. 

The need is to develop efficient systems that can exploit this potential to the maximum, keeping in mind the current 

challenges associated with its analysis, structure, scale, timeliness and privacy. There has been a shift in the 

architecture of data-processing systems today, from the centralized architecture to the distributed architecture. 

  
The Big Data research orientation, invariably encounter Hadoop. Hadoop is designed to process large amount of data, 

regardless of its structure. The core of Hadoop is MapReduce framework, created by Google to solve the problem of 

web search indexes. The nonprofit organization [2] Apache Software Foundation (ACF) maintain and manage Hadoop 

framework and Hadoop environment technology. The framework such as Mongo DB, NoSql, Pig and many other are 

introduce in big data environment to manage massive amount of sensitive data at any given time. Several technologies 

related to Hadoop [3] include the HDFS which is used for distributed file system. The Hive component is developed to 

maintain data warehouse application with Hadoop server. The MapReduce is a programming model of Hadoop. The 

Pig is used for querying language in Hadoop, which is similar to SQL language but SQL is for relational database. The 

Sqoop, provide connectivity to upload data to HDFS and to Hive from MySql. There are several other technologies 

developed in the Hadoop environment to play with BigData and expert one‟s own skills.    

 

The MapReduce framework has been widely adopted by various companies and organization to process huge volume 

of datasets thus, it solve the problem of data that is being too large. The Hadoop is integrated in Linux environment 

lessens cost-effectively for computing array.  

To support distributed file system design, Hadoop Distributed File System (HDFS) was developed. It is java based file 

system. It is reliable and scalable to data storage. HDFS is designed using low cost hardware and is highly fault tolerant. 

HDFS replicate the data across the cluster. It continues computation without aborting the process in case of single 

server failure. HDFS has no restriction on dataset storage. It support both structured and schema-less data.  
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The challenges of big data are its distributed environment and thus it is more complicated and vulnerable to attack. 

Without right security and encryption big data means big problem. BigData environment may include dataset with 

personal identifiable information. Therefore it is important to address the information ownership and classify the data 

according to its criticality. A block representation of Hadoop ecosystem and core Hadoop is shown in figure 1 

respectively.  

 
Figure 1: Block Representation of Core Apache Hadoop Server 

II. EXISTING WORK 

Parmar et. al.[1] explore that data generation growth has been raise with rapid and exponential way. Storing and 

processing of such large data is becoming most hilarious task and need separate advance level algorithm to process. 

Hadoop ecosystem has been developed to store and process valuable data. They observe security is one of the measure 

concerns in HDFS because there is no provision to main privacy or safety from information leakage. They provide a 

security model using Kerberos and AES algorithm to keep data safe and secure. Proposed solution is implemented and 

evaluated using hadoop 2.7.1 ecosystem based on processing speed.  

Vulnerability in Hadoop is a big question in terms of security of confidential information which is stored in 

Hadoop. Author inquires about the associated issues which are identified in the framework. Also a solution is proposed 

for the determined limitations. A method is proposed to eliminate the observed vulnerabilities in framework. For every 

individual, information security is a vital role and necessity. This distribution is not specialized for everyone by 

vendors. This technique is cost-effective which is used with Hadoop cluster by anyone for security. 

 
Figure 2: Block Representation of Existing Solution 
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Figure 3: Block Representation-2 of Existing Solution 

Mathur et al. [2] address that different security algorithms are proposed to apply data encryption of plain text 

information. Here, they implement all encryption algorithms and evaluate computation time for different plain text 

input. This paper presents the comparison in performance of six most useful algorithms: DES, 3DES, AES, RC2, RC6 

and BLOWFISH. Performance of different algorithms is different according to data loads Performance evaluation of 

proposed solution is shown in Table 1. 

 

Table 1: Performance comparison of security algorithms 

 
Study of Table 1 concludes that Blowfish is one of the most effective and efficient algorithm for data encryption. 

Afterwards, BLOWFISH gives better result.  

 
III. PROBLEM STATEMENT 

Hadoop is changing the perception of handling massive data especially the unstructured data. Let‟s know how Apache 

Hadoop software system library, which could be a framework, plays a significant role in handling massive data.Apache 

Hadoop allows surplus data to be efficient for any distributed processing system across clusters of computers  using 

easy programming models. It actually is formed to scale up from single servers to a large range of machines , every and 

each giving local computation, and storage space. Rather than depending on hardware to produce high-availability ,the 
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library itself is constructed to find and handle breakdowns at the application  layer , therefore providing an extremely 

available service along with a cluster of computers, as each versions can be at risk of failures. 

Big data is very large and messy, and it‟s coming at you uncontrolled. data are gathered to be analysed to 

find patterns and correlations that might not be at the start apparent, but might be helpful in creating business decisions 

in  a corporation. These data   are   typically   personal   knowledge that are helpful from a marketing viewpoint to 

grasp the needs and demands of potential customers and in analysing and predicting their shopping for tendencies. 

Security and privacy of this large data is biggest challenge as a result of they are always reside into sharable storage 

place called HDFS. Thus basic need behind development of BigData analysis tool is to overcome these challenges and 

retrieve information with best possible solution. Study of previous research work and BigData applications generate 

issue of insecurity and privacy leakage problem. Subsequently, previous work uses AES algorithm which is proven as 

low performance than blowfish which can be improved. The complete study observes certain problem in existing work 

which can be listed as below; 

1. Data encryption is one of the primary requirements in hadoop ecosystem to keep data private and sage from 

unauthorized use. 

2. Encryption algorithms always come with issue of extra overhead which should try to reduce as possible as. 

3. AES algorithm in Existing work can be replaced by blowfish to improve performance of hadoop ecosystem 

during data encryption.  

4. There is scope of improvement in existing solution where AES can be replaced by other security algorithms. 

5. Subsequently, key size can also be raise from 128 bit to 448 bit length for symmetric key cryptography.  

IV. PROPSOED SOLUTION 

 

Methodology used in proposed work is based on a proper system. This work proposed replacement of AES algorithm 

with Blowfish algorithm and also implement mining approach using association rules to perform mining of ciphered 

text. Mathur et. al. prove that Blowfish performs better and consume low computation and memory overhead. Blowfish 

is a symmetric key block cipher  supports key sizes of 128, 192, 256 bits, Proposed solution would perform Blowfish 

encryption first before moving into HDFS and Data Mining algorithm with Mapper class to perform parallel processing 

of encryption along with mining on ciphered data.  

1. The complete study proposed that Hadoop Server with MapReduce Framework will be configured to process 

large data set. 

2.  A java application has been developed with Role based Access Control for authorized filtering. 

3. User is the client may be customer, manager or administrator seeking to get entry into supermarket application. 

4.  Initially, user interacts with Login GUI and supply user-id, password for authentication process 

5. Check authentication process will retrieve respective user credentials from database and compare with 

requested credential to fix the user entry.  

6. After the successful login, Role based access control allow the permitted operation as per user role table to 

classify the user access. 

7. Consequently, user will request to access to large database. Proposed solution considers foodmart dataset as 

the sample database and imports the complete data files through Hive component for efficient operation 

8. Subsequently, proposed solution observes that stored information is not encrypted and may be leak from 

Hadoop file system, it invoke RSA cryptographic algorithm using MapReduce component to encrypt the 

complete dataset and divide into pieces. The complete process implement with help of Hadoop server into 

Distributed file environment. 

9.  Afterwards, when user request to search or view product or customer details or other permitted table data like 

store information or account information application forward it to HDFS for performing respective operation 

into distributed manner. 

10. The complete phenomena help to fetch the credentials from large data collection with minimum effort. 

11. Although, Delete and update operation can‟t be supported by HDFS but it help to avoid frequent data fetching 

from MySQL server and increase the performance of search and view operation. 

12. The complete solution is implemented into single node and three node environment to evaluate the 

performance of proposed solution in terms of computation time. 
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Figure 4: System Architecture 

 

Figure 5: Login Page 

 

Figure 6: Uploading file   
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Figure 7: Encrypted file for Mining 

 

 

V. RESULT ANALYSIS 
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VI. CONCLUSION 

 

The complete work concludes that there is strong need to provide data encryption solution over plain text in hadoop 

ecosystem.  Proposed solution would used Blowfish algorithm for encryption purpose and Apriori algorithm to 

generate recommendation using association rule to perform mining on ciphered data. The complete work will be 

evaluated on basis of transmission speed and computation time for single and multi node hadoop cluster.   

  

The complete work concludes that proposed solution implements confidentiality, authentication and access control on 

Hadoop server. It evaluates the user with rights and access permission before mining. This process ensures not only 

authorization of access but also filter the unwanted and extra mining effort along with privacy layer between actual 

owner data and user.Three node Hadoop servers give low computation time then single node. So, proposed solution can 

be used with Hadoop server to maintain security in HDFS for large data based supermarket application. 
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