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ABSTRACT: Data security and transmission methods became an essential aspects with the vast improvements in
communications technology. Cryptography is one of the most important methods used to secure data and information
to prevent hacking on both private and public networks; this paper produce a new cryptosystem depends on generating
random numbers, select a magic square to create a key;the plain text encrypted with the initial key then a logical XOR
gate will be used to generate a new key; then GF (2°) function will be used to create another key; so three keys are used
with each plaintext to produce cipher text.
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. INTRODUCTION

During last decade, there has been increasing dependence of both organizations and individuals on computing systems
and public internet for business applications and social networking. While this dependence has enhanced the
operational efficiency and ease of communications, the security associated with the exchange of information has
become crucial. [1]

During the last two decades, the public internet and computers have revolutionized our life styles, business styles,
modes of our social interactions, education and entertainment. This change also saw emergence of new set adversaries
who are now constant threat to secure communications and information infrastructure essential for change life styles [2].

Ciphers are arguably the corner stone of cryptography. In general, a cipher is simply just a set of steps (an algorithm)
for performing both an encryption, and the corresponding decryption [3].

The impressive challenge the data that approved and stored over the network is make these data being protection and
disclosed to illegitimate users. And the use of computer networks - particularly during the last decade — has grown
significantly. For this reason, create and build up the security systems and encryption techniques should take large
focus in the field of information security [4].

1. PSEUDO — RANDOM NUMBER

Pseudo-random number generators (PRNGs) are algorithms that can mechanically generate alarge runs of numbers
with excellent random properties but ultimately the sequence repeats (or the memory usage grows without bound). The
string of values generated by such algorithms is normally determined by a fixed number called a seed. One of the most
common PRNG is the linear congenital generator, which uses the repetition

X,41 = (@X, + b)mod m

To generate numbers. The maximum number of numbers the formula can produce is the modulus, m.What makes this
technique interesting is its ease of implementation.
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1. MAGIC SQUARE
Calculate the magic constant by:
The magic constant = [n * (n2 + 1)] / 2,

Wheren = the number of boxes per side. [5]

V. VERNAM CIPHER

As an article on cryptography that outlines the use of the Vernam Cipher to encrypt text by hand; the Vernam Cipher is
the only known method of encryption that is proven to be unbreakable when implemented/used correctly.[6]

In simple terms, each character from a text, known as plaintext, is encrypted by modular arithmetic with a character
from a secret random key of the same length as a plaintext. What results is a cipher text. If the key is truly random and
as large as the original text and has never been used then the cipher text will be impossible to decrypt without knowing
the key.[7]

V. PROPOSED WORK

The proposed method has two parts: encryption and decryption; the encryption part has two phases and three functions,
as follows:

Encryption Algorithm
Phaseone: plain text
1- Convert the plain text to equivalent sequence number depending on table 1.
2- Arrange the first (d,d) number in a matrix pmZ1(d,d).
Phase two: generate key
1-Use the equation X,_; = (aX + b)mod m to generate m number (a,b,m seed number)
2-Select a number from m to satisfy magic square equation to generate key1(d,d).
Where magic square equation:[n * (n? + 1)] / 2], where n = the number of elements per side.

3- Rotate counter clock wise the matrix to get key?2.
4-Shift each row in key2 to get key3.

F1 function
= For the first elements of pm1 and key1 , separate tens from individuals as :
o Ten_impl=pml/10
o Indv_mpl=pml mod 10

o Ten_keyl = pm1/10
o Indv_ketl = pml1 mod 10

= Apply Vernam mod 10 on both.

o Vten = (ten_mpl + ten_keyl ) mod 10

o Vindv = (indv_mpl + indv_keyl) mod 10
= Concatenate to get pm2 = concatenate (vten ,vindv)
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= Take the first element of pm2 and key2, separate ten from individual (ten_mp2, individual _mp2 and

ten_key2, individual _key?2).

= Convert each to 4-bits ( binl-mp2 ,bin2-mp2,bin3-mp2,bin3-mp2 and binl-key2 ,bin2-key2,bin3-

key2,bin3-key?2)

= Apply logical XOR on binary bits like the following :
Bmp3= mp2(binl...bin4) Pkey(binl...bin4)

D1-mp3 =decimal(t-mp3)

D2-mp3 =decimal (I-mp3)

t-mp3= bin-mp3 (1:4)
I-mp3= bin-mp3 (5:8)

Mp3= concatenate (D1-mp3, D2-mp3)

F3- function

For each element from both (mp3 and key3) apply the following:
=  Produce a polynomial of power x using GF(8)
Apply XOR between both polynomials.

= Convert the result to binary then decimal.
» Repeat (1) on all the elements of mp3 and key3 to get the cipher text (mp4).

char | code | Char | code | char | Code | char | Code
0 0 A 10 K 20 U 30
1 1 B 11 L 21 \Y/ 31
2 2 C 12 M 22 W 32
3 3 D 13 N 23 X 33
4 4 E 14 0] 24 Y 34
5 5 F 15 P 25 Z 35
6 6 G 16 Q 26

7 7 H 17 R 27

8 8 | 18 S 28

9 9 J 19 T 29

Encryption

1- Apply phase one

2- Apply key generation
3- Apply F1 function

4- Apply F2 function

5- Apply F3 function

Decryption

1- Apply key generation
2- Apply F3 function
3- Apply F2 function
4- Apply F1 function
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VI.

IMPLEMENTATION AND RESULTS

1- Plain text ="Most public key cryptographic “
2- Convert the plain text to equivalent sequence humber

4

Xo=3,

a= 3,

b=3,

The equation X,,_; = (aX + b)mod m arrange number randomly
m=31

Char Char Char | Char | char Char
M=22 | P=25 1=18 Y=34 | P=25 R=27
0=24 | U=30 C=12 | C=12 | T=29 A=10
S=28 | B=11 K=20 | R=27 | 0=24 | P=25
T=29 L=21 E=14 | Y=34 | G=16 H=17

22 25 18 34

24 30 12 12

28 11 20 27

29 21 14 34

X=1,6,21,4,15,17,23,10,2,9,30,0,3,12,8,27,22,7,24,13,11,5,18,26,29,19,28,25,16,20
5- To find the magic constant = [n * (n* + 1)] / 2
Mc=[3*(3 +1)]/2 =[3*10]/2=15
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6- Apply Vernam mod 10 (between mpl and keyl).

22 29 11 8 1 6
24 25 21 3 5 7
28 30 18 4 9 2
Mp1l Keyl
08 +22= 2 ,10 mod 10 =0== 20 05+25 =2, 10 mod 10 =0 ==20
01+29=2,10mod 10 = 0==20 07+21=2,8mod 10 =8==28
06+11=1 ,7mod10=7 == 17 04 +28=2,12mod 10 =22
03+24=2,7mod 10=7== 27 09+30 =3,9mod 10 =39
02+18=1,10mod 10 =0==10

7-  Xor key2 with mp2

01 06 07 20 20 17

08 05 02 27 20 28

03 04 09 22 39 10
Key2 mp2

01 ©20= 00000001¢H 00100000=00100001=21
06 @ 20=26
07 & 17 =10

08 @ 27=23
05 @ 20 =25
02 & 28 =2A
03p22=21
04 & 39 =3D
09 @ 10 =19

8- Apply XOR between both polynomials

21 26 10 01 06 08

23 25 2A 05 07 03

21 3D 19 09 04 02
mp3 Key3

21+01=x"+1 @l= x=10

26+06= X°+x°+x @ xX*+x = x°=20
10+08 = x*® x*= x* +x°=18

23405 =X+ x+1 @ x> +1=x>+x? +x =23
25407 =X+ X +1 @ X2+ x+1 = X° +x=22
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2A+03=xX+X+x @ x+1= x> +x® +1=29
21+09=x"+1 @ x3+1 = x°+x°=28

D+ =X+ + X+ HL D XP= =xP+x +x3+1=39
19+02=x*+x3+1 Px = =x*+x3+x+1 =2B

10 | 20 | 18
23 | 22 | 29

28 | 39 | 2B
Cipher text

After applying the encryption process to the whole plain text, a cipher text is produced and send to the receiver;the
receiver will apply the decryption process and retrieve the original plaintext.

VILI. CONCLUSION

The proposed method uses many powerful functions in a new way that make a full use of the strength points of each
function; random function give a sequence of random numbers which maximize the complexity of the proposed method;
also the use of magic square and module function, all that increase the complexity and robustness of the proposed
method. Using XOR function was useful in keeping the number of 1's and Q's fairly distributed. With all the strength
previous points, simplicity was preserved by using Vernum encryption method.
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